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Overview




Office for Civil Rights (OCR)




Who We Are
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Numbers at a Glance




Scope: Who is Covered? L L




Business Associates 754




Requirements for Business
Associates




Scope: What is Covered? 2




Uses and Disclosures: Key Points 7
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Permissive Uses and Disclosures




To Individuals rL Lo




Treatment, Payment, Health
Care Operations (TPO)




Opportunity to Agree or Object -4




Public Priorities =L




Incidental Uses and Disclosures 7r=*




Minimum Necessary Standard 7




Authorizations =L




Marketing L Lo,




Marketing L Lo,




Sale of PHI L [




Sale of PHI L L




Administrative Requirements 7




Administrative Requirements
(cont.)




Individual Rights




Individual Rights ~ 742%




Amendment




Accounting




Alternative Communication 7
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Right to Request Restrictions
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Right to Request Restrictions
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Right to Request Restrictions
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Right to Request Restrictions
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Notice of Privacy Practices




Notice Elements r4 7




Notice of Privacy Practices 754




Provision of Notice 7—54&




Complaints rd Lo




Access Guidance =L




Access Guidance =L




Access Guidance =L




Access Guidance =L




Access Guidance =L




Access Guidance =L




Access Guidance =L




Access Guidance =L




Access: Designated 3™
Party

T




Access Guidance =L




HIPAA Security Rule Overview




s % Definitions & General Rules




= HHS Approach to HIPAA Security




Scope: What is Covered?




Standards and
Implementation Specifications




sws . Administrative Safeguards




Physical & Technical
Safeguards




% ® 0 Organizational Requirements




Compliance Challenges




Lack of Business Associate
Agreements
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Incomplete or Inaccurate
Risk Analysis




The Risk Analysis Process: Key Activities
Required by the Security Rule
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Failure to Manage Identified Risk




o ® Risk Analysis Guidance




=% ® 0 Lack of Transmission Security




= Lack of Appropriate Auditing




ww*1 No Patching of Software




L Insider Threat




@ Disposal




Insufficient Backup and
Contingency Planning
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~—<#= Security Rule Resources

i
i




o © Cloud Guidance




Ransomware Guidance




= ® 0 Cybersecurity Newsletters




Breach Notification Rule




S Breach Notification
Provisions




<%= Definition of Breach
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. <%=y Exceptions to the definition of breach
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1. Unintentional acquisition, access, or use -
examples




2. Good faith belief that information was not
retained - examples




Breach Checklist for
Covered Entities



Notification obligation only applies to [ “r=2
“Unsecured PHI"
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Notification to Individuals “=&5<h-
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“Known or should have known” Sre,
Standard




Timeliness of Notification “==Zs%<




Content of Notification “<=Zss
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Methods of Notification to Individuals -




Substitute Individual . S Ek
Notification




Substitute Individual Notification for 10 or
More persons




Notification to the Media * Sesh




Examples of Notification to
Media




Notification to
the Secretary




<%= Business Associates




. “#= Law Enforcement Delay
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“S%esi, HIPAA Breach Highlights
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Improper /Unknown
Disposal \ -
3% Other
5%
Hacking/IT
17 % Theft
40 %
Unauthorized
Access/Disclosur
e
27% Loss

8%
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“%ssmzy HIPAA Breach
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\ Other
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Email
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Network
Server
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Portable
Electronic

Device \

9%

Paper
Records
21%

Desktop
Computer
10%

Laptop
17 %

Highlights



Srese,. . What Happens When HHS/OCR
Receives a Breach Report




~ Sy Breach Notification




Enforcement




Complaint Process  "=&&<s

Accepted
Possible | by DOJ
Criminal '
| Violation ¢
Resolution

Possible . . .

1 S ity Rul
Review Sorr Yy muie OCR obtains voluntary

Violation . .
compliance, corrective action,
l or other agreement

- OCR issues formal finding of
Resolution violation
The violation did not occur after April 14, 2003

Entity is not covered by the Privacy Rule

A4

Complaint was not filed within 180 days and
an extension was not granted

The incident described in the complaint does

not violate the Privacy Rule




Enforcement Process 8<%
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Enforcement Process “we#




Recent Enforcement Erey
Actions
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“<sy Recent Enforcement Actions
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<52y  Recent Enforcement Actions




“S9Shiy General Enforcement Highlights
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As of April 30,2017




- ® Corrective Action




S Good Practices




Questions?




